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1 Introduction

This document establishes the Walkthrough Plan for the ATC Cybersecurity Standard Concept of
Operations (ConOps) for the Advanced Transportation Controller (ATC) Cybersecurity Project under the
United States Department of Transportation (USDOT) Contract # DTFH61-16-D-00055, Work Order # 19-
0403. The purpose of the walkthrough is to evaluate the draft ConOps for the ATC Cybersecurity
Standard under development. The walkthrough is to be held with the broad base of stakeholders of the
ATC Cybersecurity Project including decision makers, managers, and engineers from public agencies,
manufacturers, software providers, and consulting firms. The stakeholders also include representatives
from the USDOT and the ATC Standards Program Standard Development Organizations (SDOs),

All participating stakeholders are considered a part of the ATC Cybersecurity (ATC Cyber) Working Group
(WG). Selected stakeholders have been identified as Voting Members of the ATC Cyber WG in order to
make formal decisions and keep the project advancing. The ATC Cyber WG is led by two of the voting
members and referred to as Co-Chairs of the WG. The main objectives of the walkthrough are to:

Find anomalies;

Improve the ConOps;

Consider alternatives;

Ensure conformance to standards and specifications;

Ensure completeness; and

Gain a consensus on the user needs and the other material within ConOps.

-
AR KRS

The process of the walkthrough allows the ATC Cyber WG to respond to a draft of the ConOps and
provide comments that may be resolved during the walkthrough or in subsequent activities of the
development team and ATC Cyber WG. This walkthrough is part of the Quality Management Plan for the
ATC Cybersecurity Project.

2 Responsibilities

In order to effectively administer the walkthrough certain roles have been identified. Multiple individuals
may fill these roles:

e Walkthrough Leader — Lead Systems Engineer, ATC Cyber WG Chairs, ITE. The walkthrough
leaders conduct the walkthrough meeting, handle the administrative tasks pertaining to the
walkthrough (such as distributing documents and arranging the meeting), and ensure that the
walkthrough is conducted in an orderly manner. The walkthrough leaders ensure that the team
arrives at a decision or identified action for each discussion item,

o Recorder — Lead Systems Engineer, ITE. The recorder notes all decisions and identified actions
arising during the walkthrough meeting. In addition, the recorder notes all comments made during
the walkthrough that pertain to anomalies found, questions of style, omissions, contradictions,
suggestions for improvement, or alternative approaches.

e Author — Lead Systems Engineer. Primary author of the document.

e Team Member — ATC Cyber WG. Those who prepare for and actively participate in the
walkthrough meeting to help identify anomalies and improve the ConOps.
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3 Walkthrough Meeting
Time and Location

The walkthrough meeting will be held as a webinar during the period of July 11-14, 2023, with the time to
be determined. Details are to be distributed by ITE.

Participants

All of the stakeholders of the ATC Cybersecurity Project are potential participants for the walkthrough.
They are found in Appendix A. The voting members of the ATC Cyber WG are listed below.

This list may be adjusted to meet project requirements.

ATC Cyber Working Group Voting Members

#  Sector First Name Last Name Organization

1 | Public Matt Luker Utah DOT Co-Chair

2 | Public Justin Hatch Georgia DOT Voting Mbr
3 | Public David Lucas Maricopa County DOT Voting Mbr
4 | Public Jason Tao District DOT Voting Mbr
5 | Public Paul Tykodi MassDOT Voting Mbr
6 | Public Jeremy Iwen WisDOT Bureau of Traffic Ops | Voting Mbr
7 | Public Brandon Campbell City of Tampa Voting Mbr
8 | Public Mike Bousliman Montana DOT Voting Mbr
9 | Private Ethan Coxsey Eberle Design Co-Chair
10 | Private | Shea Tomsin Econolite Voting Mbr
11 | Private | Doug Crawford Q-Free America Voting Mbr
12 | Private | Herasmo IRiguez McCain Voting Mbr
13 | Private | Jonathan Grant Yunex Traffic Voting Mbr
14 | Private | Matt Barron Cubic Voting Mbr
15 | Private | Robert Rausch TransCore Voting Mbr
16 | Private | Marisa Ramon Southwest Research Institute Voting Mbr

Agenda

The following agenda is anticipated. Items 9-11 will stretch across the days of the walkthrough.

Introductions/Call to Order/Welcome (Co-Chairs)
Opening Statements (Co-Chairs)

Antitrust Guidance (Ahmed)

Project Goals and Objectives (Co-Chairs)
Quorum Determination (Boaz)

Review and Approve Agenda (Co-Chairs)
Meeting Conduct and Robert Rules (ITE/Co-Chairs)
Discussion on Terminology (Co-Chairs)
Walkthrough Presentation (Boaz)

Perform Walkthrough (Boaz)

Plan Next Meeting (Co-Chairs)

S0 NoogRALON =
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12. Other Business (time permitting) (Co-Chairs)
13. Adjourn

Meeting Conduct Rules
The walkthrough meeting rules are listed below. Roberts Rules of Order will also be employed.

e  Show up on time and come prepared
o Be prompt in arriving to the meeting and in returning from breaks.
o Be prepared to contribute to achieving the meeting goals.
o Come to the meeting with a positive attitude.
e Stay mentally and physically present
e Contribute to meeting goals
o Participate 100% by sharing ideas, asking questions, and contributing to discussions.
o Share your unique perspectives and experience, and speak honestly.
o If you state a problem or disagree with a proposal, try to offer a solution.
e Let everyone participate
o Be patient when listening to others speak and do not interrupt them.
o Respect each other’s’ thinking and value everyone’s contributions.
e Listen with an open mind
o Stay open to new ways of doing things, and listen for the future to emerge.
o You can respect another person’s point of view without agreeing with them.
e Think before speaking
o Seek first to understand, then to be understood.
o Avoid using idioms, three letter acronyms, and phrases that can be misunderstood.
o Itis OK to disagree, respectfully and openly, and without being disagreeable.
e Stay on point and on time
Respect the groups’ time and keep comments brief and to the point.
When a topic has been discussed fully, do not bring it back up.
Do not waste everyone’s time by repeating what others have said.
To manage discussion, it might be appropriate on some issues to use a one minute
per person per User Need rule. Following this ‘round’ of discussion on a particular
User Need, the Co-Chair(s) effectively ‘call the question’ (a process adapted from
Robert’s Rules of Order Newly Revised for walkthrough purposes). Essentially, the
Co-Chair(s) announce the end of discussion on a particular User Need, summarize
the walkthrough input concerning that User Need (or refer to the language reflected
in the walkthrough workbook (on-screen)), and move discussion to the next User
Need in the walkthrough workbook.
e Attack the problem, not the person
o Respectfully challenge the idea, not the person.
o Honest and constructive discussions are necessary to get the best results.
e Close decisions and follow up
o Make sure decisions are supported by the WG; otherwise, they will not be acted on.
o Note pending issues and schedule follow up meetings as needed.
o lIdentify actions based on decisions made, and follow up actions assigned to you.
e Record outcomes and share
o Record issues discussed, decisions made, and tasks assigned.

O
O
O
O

4 Walkthrough Materials

The materials prepared prior to the walkthrough are as follows:
a) The statement of objectives;
b) The draft ConOps;
¢) A comment form and instructions on how to submit comments;
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d) An introductory presentation on a) the systems engineering process used for development of the
ATC Cyber Security Standard and b) the walkthrough process;

e) A ConOps Walkthrough Workbook (WTWB) that participants can use to prepare for the
walkthrough and follow during the walkthrough meeting.

5 Walkthrough Process

Entry Criteria

The inputs to the walkthrough process are as follows:
a) Draft ConOps;
b) Comments submitted prior to the walkthrough meeting; and
c) ConOps Walkthrough Workbook.

Walkthrough Procedure
The following procedure will be used:

1) Review any comments received prior to the walkthrough

e |dentify resolutions or defer the comments to the appropriate place in the walkthrough

workbook.
2) Perform a detailed review of draft ConOps document using the ConOps Walkthrough Workbook
¢ Read sections of the ConOps identified in the walkthrough workbook capturing comments in
real-time in the walkthrough workbook and, if appropriate, in the draft ConOps to reflect
inputs from walkthrough participants.

e Review each user need to ensure that it meets the criteria identified in the walkthrough
workbook and, if revisions are necessary, that they are captured in the walkthrough
workbook.

e Collect and document new user needs proposed by participants as agreed upon by the WG.

Exit Criteria / Outputs

The outputs from the walkthrough process are as follows:

a) A marked-up walkthrough workbook indicating the changes and decisions made during the
walkthrough meeting. For each user need, the result of its evaluation, and the input provided that
resulted in a revision.

b) A ConOps Walkthrough report will be generated.
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First Name Last Name

Appendix A — ATC Cybersecurity Project Stakeholders

Organization

1 Deborah Curtis FHWA deborah.curtis@dot.gov TOCOR
2 Robert Sheehan FHWA robert.sheehan@dot.gov i:gﬁr%ng?aC%izr
3 Edward Fok FHWA edward.fok@dot.gov Liaison
4 Kingsley Azubike FHWA kingsley.azubike@dot.gov Liaison
5 Justin Anderson FHWA justinanderson23@gmail.com Liaison
6 | Steve Sill FHWA steve.sill@dot.gov Liaison
7 Ray Murphy FHWA ray.murphy@dot.gov Liaison
8 Suzanne Sloan USDOT Volpe Center suzanne.sloan@dot.gov Liaison
9 Kellen Shain Noblis kellen.shain@nobilis.org Liaison
10 | Siva Narla ITE snarla@ite.org SDO/ATC Prgrm Mgr
11 | Ashraf Ahmed ITE aahmed@ite.org SDO/Liaison
12 | Robert White AASHTO rwhite@aashto.org SDO/Liaison
13 | Brian Doherty NEMA brian.doherty@nema.org SDO/Liaison
14 | Steve Griffith NEMA steve.griffith@nema.org SDO/Liaison
15 | Ralph Boaz Pillar Consulting rboaz@pillarinc.com SME/Technical Lead
16 | Tiffany Rad ELCnetworks, LLC tiffany@tiffanyrad.net SME/Project Team
17 | Michaela Vanderveen Still Waters Consulting michaelav11@outlook.com SME/Project Team
18 | Patrick Chan ConSysTec patrick.chan@consystec.com SME/Project Team
19 | Mahesh Madineni Gurus Infotech mahesh@gurusinfotech.net Project Team
20 | Ajay Chintamaneni Gurus Infotech ajay@gqurusinfotech.net Project Team
21 | James Kinnard Adaptive Solutions james.kinnard@asi-marietta.com Stakeholder
22 | Hema Tanikella Adkins Global hema.tanikella@atkinsglobal.com Stakeholder
23 | ShaeAnn Cavanagh QARA North America shaeann.cavanagh@agfa.com Stakeholder
24 | Jason JonMichael Austin Transportation Department | jason.jonmichael@austintexas.gov Stakeholder
25 | Mike Tanner Auto Care Association mike.tanner@autocare.org Stakeholder
26 | Badii Ennouri BMHS Innovation badii.ennouri@gmail.com Stakeholder
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27 | Mohammad Iraki Caltrans mohammad.iraki@dot.ca.gov Stakeholder
28 | Will Cummings City of Lubbock wcummings@mail.ci.lubbock.tx.us Stakeholder
29 | Rama Dhanikonda City of Richardson TX rama.dhanikonda@cor.gov Stakeholder
30 | Nick An City of Tampa nick.an@tampagov.net Stakeholder
31 | Brandon Campbell City of Tampa brandon.campbell@tampagov.net Stakeholder
32 | Bobby Hale Consolidated Traffic Controls Inc bobby.hale@ctc-traffic.com Stakeholder
33 | Noel Casil City of Costa Mesa, CA noel.casil@costamesaca.gov Stakeholder
34 | Chelsea Treboniak Critical Ops chelsea@criticalops.com Stakeholder
35 | Matt Barron Cubic matt.barron@cubic.com Stakeholder
36 | Mostafa Kassem Danlaw mostafak@danlawinc.com Stakeholder
37 | Jason Tao District DOT jason.tao@dc.gov Stakeholder
38 | Ethan Coxsey Eberle Design ecoxsey@editraffic.com Stakeholder
39 | John Shearer Eberle Design jshearer@editraffic.com Stakeholder
40 | Dustin DeVoe Econolite ddevoe@econolite.com Stakeholder
41 | Tom Spiegel Econolite tspiegel@econolite.com Stakeholder
42 | Shea Tomsin Econolite stomsin@econolite.com Stakeholder
43 | Jim Rose Econolite jrose@econolite.com Stakeholder
44 | Leah Fuss Econolite | Safetran Ifuss@econolite.com Stakeholder
45 | Victoria Coulter GDOT vcoulter@dot.ga.gov Stakeholder
46 | Anna Plegachova GDOT aplegachova@dot.ga.gov Stakeholder
47 | Aaron Steede GDOT asteede@dot.ga.gov Stakeholder
48 | Justin Hatch GDOT juhatch@dot.ga.gov Stakeholder
49 | Steve Johnson HDR steven.johnson@hdrinc.com Stakeholder
50 | Stephen Novosad HNTB snovosad@hntb.com Stakeholder
51 | Ted Sadler Integral Blue tsadler@integral-blue.com Stakeholder
52 | Kevin Viita ITS America kviita@itsa.or Stakeholder
53 | John Kerenyi Jacobs john.kerenyi@jacobs.com Stakeholder
54 | Jon Chambers Kimley-Horn jon.chambers@kimley-horn.com Stakeholder
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First Name Last Name Organization
55 | Ryan Legare I{_?:ﬁs(;gagﬁgglwsmn of rlegare@lakecountyil.gov Stakeholder
56 | David Lucas Maricopa County DOT david.lucas@maricopa.gov Stakeholder
57 | Ann Flanders-Doland | MassDOT ann.doland@state.ma.us Stakeholder
58 | Paul Tykodi MassDOT paul.tykodi@dot.state.ma.us Stakeholder
59 | Dajiang Suo MIT djisuo@mit.edu Stakeholder
60 | Alan Dinerman MITRE adinerman@mitre.org Stakeholder
61 | Hector Martinez MITRE hmartinez@mitre.org Stakeholder
62 | Michael Thompson MITRE mthompson@mitre.org Stakeholder
63 | Anne Townsend MITRE apalm@nmitre.org Stakeholder
64 | Peter Skweres MnDOT peter.skweres@state.mn.us Stakeholder
65 | Mike Bousliman Montana DOT mbousliman@mt.gov Stakeholder
66 | Rami Khashashina New York City DOT rkhashashina@dot.nyc.gov Stakeholder
67 | Rodney DelLisle New York State DOT rodney.delisle@dot.ny.gov Stakeholder
68 | Anthony Tibaldi New York State DOT anthony.tibaldi@its.ny.gov Stakeholder
69 | Jason Shaddix ODOT Maint & Operations Branch | jason.p.shaddix@odot.oregon.gov Stakeholder
70 | Sarah McCrea ODOT Traffic-Roadway Section sarah.a.mccrea@odot.oregon.gov Stakeholder
71 | Brian Kelley 82;2;—;22#9 & Infrastructure brian.kelley@ohioturnpike.org Stakeholder
72 | Roger Boettcher Oregon DOT roger.w.boettcher@odot.oregon.gov | Stakeholder
73 | Scott Cramer Oregon DOT scott.b.cramer@odot.oregon.gov Stakeholder
74 | Doug Spencer Oregon DOT doug.l.spencer@odot.oregon.gov Stakeholder
75 | Doug Spencer Oregon DOT doug.l.spencer@odot.oregon.gov Stakeholder
76 | Jeff Cornelius Polara icornelius@polaraent.com Stakeholder
77 | Ryan Macias Polara rmacias@polaraent.com Stakeholder
78 | Michael Clance Q-Free America mike.clance@g-free.com Stakeholder
79 | Doug Crawford Q-Free America doug.crawford@g-free.com Stakeholder
80 | Drew Van Duren Qualcomm dvandure@aqti.qualcomm.com Stakeholder
81 | William Whyte Qualcomm wwhyte@gqti.qualcomm.com Stakeholder
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First Name Last Name Organization
82 | Greg Barlow Rapid Flow Technologies gib@rapidflowtech.com Stakeholder
83 | Tony Ahmad RS&H tonykahmad@gmail.com Stakeholder
84 | Julie Evans RS&H juliehevans@gmail.com Stakeholder
85 | Alan Clelland Self alan.clelland@ac-mobility.com Stakeholder
86 | Peter Ragsdale Self pragsdale@ymail.com Stakeholder
87 | Douglas Tarico Self douglas.tarico@outlook.com Stakeholder
88 | Marisa Ramon Southwest Research Institute marisa.ramon@swri.org Stakeholder
89 | Jason Saliba Springfield, Missouri isaliba@springfieldmo.gov Stakeholder
90 | Kevin Drummond SWARCO McCain kdrummond@mccain-inc.com Stakeholder
91 | Herasmo IAiguez SWARCO McCain hiniguez@mccain-inc.com Stakeholder
92 | Mark Simpson SWARCO McCain mark.simpson@swarco.com Stakeholder
93 | Matt Zinn SWARCO McCain mzinn@mccain-inc.com Stakeholder
94 | Peter Lee Texas DOT peter.lee@txdot.gov Stakeholder
95 | Steven Pryor Texas DOT steven.pryor@txdot.gov Stakeholder
96 | John Skaarup Texas DOT john.skaarup@txdot.gov Stakeholder
97 | David West Texas DOT david.west1 @txdot.gov Stakeholder
98 | Robert Rausch TransCore robert.rausch@transcore.com Stakeholder
99 | Israel Lopez Triunity israel.lopez@triunityeng.com Stakeholder
100 | Mizanur Rahman University of Alabama mizan.rahman@ua.edu Stakeholder
101 | Michael Blanchette Utah DOT mblanchette@utah.gov Stakeholder
102 | Matt Luker Utah DOT mluker@utah.gov Stakeholder
103 | Mark Taylor Utah DOT marktaylor@utah.gov Stakeholder
104 | Jeremy Iwen WisDOT Bureau of Traffic Ops jeremy.iwen@dot.wi.gov Stakeholder
105 | Brian Klipstein WisDOT Bureau of Traffic Ops brian.klipstein@dot.wi.gov Stakeholder
106 | Brandon Rannow WisDOT Bureau of Traffic Ops brandon.rannow@dot.wi.gov Stakeholder
107 | Brett Anderson WSDOT andersb@wsdot.wa.gov Stakeholder
108 | Ken Joubert WSDOT ken.joubert@wsdot.wa.gov Stakeholder
109 | Paul Neel WSDOT neelp@wsdot.wa.gov Stakeholder
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First Name Last Name Organization

110 | Steve Milatz WSDOT Eastern Region milatsj@wsdot.wa.gov Stakeholder
111 | Matt Fomich WSDOT NW Region fomichm@wsdot.wa.gov Stakeholder
112 | Christina Spindler WYDOT christina.spindler@wyo.gov Stakeholder
113 | Michael Lim Xtelligent mike@xtelligent.io Stakeholder
114 | Jonathan Grant Yunex Traffic jonathan.grant@yunextraffic.com Stakeholder
115 | Dave Miller Yunex Traffic dave.miller@yunextraffic.com Stakeholder
116 | Mahesh Pawar Yunex Traffic mahesh.pawar@yunextraffic.com Stakeholder
§
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